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No-Compromise Security
for the Modern Enterprise
Microsoft Cloud App Security Services by NTT DATA

Our experts can
help you:
• Discover shadow IT and
control risks
• Protect sensitive
information
• Detect and protect
against threats
• Monitor and control
access in real time

Threats in constant motion

Securing today’s ever-evolving enterprise from threat actors requires a multifaceted
approach. The IT landscape is no longer limited to the in-house data center; its
boundaries are in constant flux — always in motion and rarely residing in just
one location.
Now, security must be elastic, too. It must react in a nimble fashion while protecting your
organization’s most valued assets — especially data — regardless of location or how it’s
accessed, including in the cloud.
Emerging threats to digital transformation must be addressed with modern, cloudspecific approaches. That’s why a Cloud Access Security Broker (CASB) is so important.
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Figure 1: CASB serves as an integral element of your holistic security program

Helps drive zero
trust objectives

Microsoft Cloud App Security Services by NTT DATA

Twitter
Facebook

Dropbox

Salesforce

Unsanctioned
apps

Assess if
Discover
your
cloud apps
& shadow IT apps meet
compliance

Corporate HQ

Azure

Box

Youtube

AWS
Office 365

101010
010101
101010

!

Sanctioned
apps

Govern
discovered
apps,
including
OAuth

Classify, label
& protect
sensitive
information,
enforce DLP

Cloud
threats

Control &
monitor user
sessions in
real-time

Public/home Wi-Fi

Detect insider
threats &
compromised
accounts

Internal/external users

Identify &
mitigate
malware
activities

Unmanaged devices

Figure 2: MCAS helps protect your organization from the inside out

Microsoft Cloud App Security (MCAS), a
leading CASB solution, sits between cloud
service users and software-as-a-service
(SaaS) apps, monitoring all activity and
enforcing security policies — serving as
an integral element in a holistic security
program. It acts as a central platform to
enable critical functionality to protect
your organization from vulnerabilities and
malignant forces.
And NTT DATA can help. We combine our
expertise and Zero Trust approach, which
ensures secure collaboration and digital
resilience, with the sophisticated features
of MCAS to provide comprehensive
security rooted in best practices,
including:
• Advisory: takes a strategic
approach to align MCAS with your
organization’s security framework,
compliance requirements and

application landscape. It enables a
security posture that protects against
risks, and risky behavior, through a
series of workshops.
• Implementation: delivers against the
advisory experience to ensure MCAS
is deployed and configured to best
practice standards. This integrates
key solutions with a phased
deployment approach to enable
robust functionality for specific
use cases to safeguard against
malicious activity.
• Managed services: provides
continual and comprehensive
operational support, security posture
optimization and audit support,
delivered by senior cloud security
engineering teams, to future-proof
your organization from ever-maturing
and complex threat actors.

NTT DATA — your trusted
security partner

Our Microsoft Cloud App Security
Services can help protect the integrity
of your organization’s software-as-aservice (SaaS) applications with industry
best practices, proven methodologies
and exceptional cybersecurity expertise.
We perform the day-to-day activities
to protect your SaaS apps so your
experienced internal teams can focus,
with confidence, on higher value business
development activities.
As a trusted and proven security partner
for over 25 years, we’ve been recognized
for our ability to deliver comprehensive
security solutions by industry analysts,
vendors, governance organizations and,
most importantly, our clients.

Visit nttdataservices.com to learn more.
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digital journeys.
© 2020 NTT DATA, Inc. All rights reserved. 0000092020 | 493280-Microsoft-Cloud-App-Security-Factsheet.indd | Rev. 1.0

